zu'hig: 2003-05-09

Free & Safe Networking

ROl ==/ eids

H & 2 ol

cejeon@f-net.co.kr

02-2167-2860



=INE T

Free & Safe Networking

1. me

2. ESS ID / Closed System
. Access Control
. WEP

[
rz

00 -u
P
L=

0
HE
re
2 W

12 [ O
HI
re

S

‘___ Ll Wireless Network Security Forum 2003




Free & Safe Networking

S A5 A id 84

U Wireless Network Security Forum 2003



FENETT

Free & Safe Networking

802.11b
ol E 1 of

802.1x, VPN, IPSec =

802.11b
A DR
Dynamic WEP Key 802.11b/alg
802.11i
WPA
802.11b
AR DS TKIP, AES

WEP 128bit

HIEE 802.11 802.11b

e Atet NS EE 7|

B <! 5| 05t g WEP 40bit

Access Control(MAC), ESS ID(NWID, ESS ID)

1999 2001

Eﬂl].’!? ‘.___ Wireless Network Security Forum 2003



2.ESS ID / Closed System .1
ng

‘ ESS ID <IV‘ Clozed Wieless Systeb
" AP'gl' CllentE ESS ID7|' 2 i|6H O|: EA._I 7"% [+ Enable neryption
= H[QATIALS A U ERI T ALE 2K
= ESSIDc= s&M0|X| §i2 ZAALE HE
¢ “ANY”

Wireless Security Setup

Encryption Kew:

» Client7} ZHASHA &A1 2Hof| ™ =2 jotgl

L—

=~
'LL_I_

DEfaU |taA|- ¥ Deny non-enciypted Data

EHSI MHMXMO| §iCHH Client= AP2| ESS ID2} Enciypt Data Transmissions Using [Kep 1 ]
ATEGl0] 2= APOl A &Tbs

® Closed System(H| % &) | oo |t |
= AP= H=SHESS IDE ZE = ClientZt 51 &
= “ANY”(broadcast ESS ID")= H&F

S

‘___ il Wireless Network Security Forum 2003




2. ESS 1D / Closed System iNE T
Closed System QI Aty

bagic
pda_test

ESSID: B

ﬂ\\

ESSID: A

ESS ID : any

= rﬁ@q

ESSID: A

__,;,- Wireless Network Security Forum 2003

0|E1°'LIE




2. ESS ID / Closed S?Stem
Closed System X Aty

L1 ERIT | Pl Whinlimn Nutvart &

OB | A0 BLIE| @2 | AP O

— N i 1
~ Nl =

Free & Safe Networking

o'

ESSID: A

i
ESS |:s\£

[ L]
i
IpLERY | 1l

ZIEF =2 ZEAlE

] aHD) | SRR |

ESS ID : any

ESSID: A

ESSID: B

RF Fats & AP M %] 0§
= ZA|ELIESS IDE 2O
x| t=ct

‘___ il Wireless Network Security Forum 2003




2. ESS 1D / Closed S?Stem

Source Address

Dest Address

_|ol x|

Agere ZCH1AF
Agere 424970
2CE1AF
424970

Broadca=t
Broadca=t
Broadcast
Broadca=t

Mbhp=.
Hbp=.
Hbp=.

Signal=
Signal=
Signal=

== |
 g—
—

. B

Free & Safe Networking

=] Close system 0| &

Mbp=. SiFnal=

_'I_I
oo Ho privacy _:J
R | Short Preamble option i= not allowed
oo . Pacliet Binaryv Convolutional Coding Me
o... ... Channel agility i= not in use
information fi=eld #2 oo
gooo ooon Ressrwved

Capabilitwy

Element ID
...Length
.. .Service

octeti=s)

Set Identity "My Wireles= Hetworl A"

T

Flem=nt

4]

* Expert A Decode A Matrix A Host Takle A Protocol Dist. b Statistics #

Beacon
Beacon
Be=acon
Beacon

T

Mbp=.
Mbp=.
Hbp=.

Broadcast
Broadcast
Broadcast

1[5

1|&

(A
1

oooo oooo

.m£3 DL :

L
sk
B
n

Element ID
.. .Length
... Service Set Identitwy

Identifiex)
DL
DL
DL
DIC: Element ID

DLC: .. . Length = 4 opcteti(s)

DLZ: ..  Supported Rates information field = 82

DTL.C: ... ... Ba=zic Service Set Basic Rate
DLC: .ooo ooi1o 1.0 Hegabits per second

T~ - Snrmrmotrted Pates Airnformation fAies1Ad a4

Close system M& LL |

" Expert b Decode A Matrix A Host Table A Protocol Dist. A, Statistics £

S

LLLLLLLLE

EE‘F#IJEIE L il

Wireless Network Security Forum 2003



2.ESS ID / Closed System .. DM i T
ESS ID / Closed System 22

WEP 222} I

MAC Address Q1=

- 2 S 2|510] MAlI =Y ESSID ALE
Closed System . ESS IDE MAIXo=z ma| e
* Wireless Sniffing Tool 2 H|O|E{ & 7l=

ANY2EE HZ 7ts
ESS 1D - Et APE 270510 ESS ID &2l 7ts

IWiE ‘___ i Wireless Network Security Forum 2003



3. Access Control == o
Ng AR

Access Control List AP 7} ¢l &=l Station?| List &2+
= MAC Address AlS
= AP configuration 2 &73}0{ ListE &t2|
2| A Eof gl= Station2 APO|AM Data Frame
ﬂ = Filtering
X7 2E FM AHO[Mof tf S MAC

MAC A
MAC B

AddressE 5 ztZ|
Zo| 5 2= AIZX

\ g 29| APE0| 7

&= U EHo
g MACE Hgsfofstez
MAC B

* WEPE & & &
»

‘___ Ll Wireless Network Security Forum 2003




3. Access control EINE T
Access ControlOl GBI AL XL

if2: Decode, 117169 802, AMs Frames =10O] x|

Limma -
J0DE14 CompagbB4C70 a0z . 11: WEP. Retry —
424970 Agere J0DE14 anz . 11: Ackno ment (Al
30DE14 CompagbeB4C70 a0z . 11: Data. WEF
424970 Agere J0DE14 anz . 11: Acknowledgmeft (Al
I0DE14 CompagbB4C70 a02 . 11: Dats. WEF
42497D Agere J0DE14 anz . 11: Acknowle nt Al
J0DE14 CompagbB4C70 a0z . 11: D

70 Agere 30DE14 a02 . 11:

=]

oDOoOoooo oo

a. WEF

Aclrrmmmrl adrmant  FA

+

Fale'a IS e ST RO SRE U S Y el

- OOOOEEEE
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Agere 424970 Agere J0DE14 802 . 11: Acknowledgment (Al
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Frame 1 arrived at 20:37:15.0010; frame size is 532 (0214 hex) byvtes.
Signal lewvel = 69

Hoize level = h
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C.Inmitialization Vector #{1-3
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oo.. ... =
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.00 ooon
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. Encrypted Integrity Check Valu

= Pad

i valent Privacy) Jieie
. Initializatign Vector #(1-Wgs 7F2B81
.. Initialization Vector #4 = U0

=0 (Key ID 1)
..00 0000 = Pad

..[93 bytel(s) of encrypted MSDU]
. .Encrypted Integrity Check Value

SDFDETCA

]
=g 4425HEBE

' Expert A Decode A Matric A Host Table 4, Protocal Dist, f Statistics

= M&E S0l Datalt 253 & Of
» |V 2E2 Data S Al HE ©

= ZO0tA =406tH
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e

; WEP (Vired Egquivalent Pri*c: cader
¢ . ..Initialization Vector #({18= 90EGG3

..Initialization Vector #4 -
= 0 (Key ID 1)
.00 0000 = Pad

..[87 byte(=s) of encrypted HSDU]
CD24DEBY

. .Encrypted Integrity Check Value
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